Introduction
The approach of Mobile IP (MIP) handoffs that can be controlled by a Generic Link Layer concept, which is described in this paper, is part of IPonAir project funded by BMB+F (German government). To provide seamless mobility between heterogeneous access networks, the IPonAir system architecture is based on Mobile IP [1] , and its Hierarchical Mobile IP extension [2] .
However, the decision of Mobile IP handoffs between heterogeneous subnets will have to be more complex. The handoff decision should be based on application-specified policies and user requirements as well as periodic measurements of the quality of the underlying network connectivity. In the following, a concept for Mobile IP handoffs based on a GLL approach which supports the network access by different WLAN cards in a single Mobile Node is presented.
Description of Mobile IP Handoffs using Generic Link Layer Information
The concept of a GLL is motivated by the requirements of wireless communication with a seamless and lossless cooperation between different access networks and supports three additional functions [3] :
• Cooperation with mobility management functions and protocols • Context transfer at handover • Lossless reconfiguration Moreover, the GLL defines three different interfaces:
• The physical layer interface • The network layer interface • The control interface
The interface of the GLL are defined and the interaction of the Generic Link Layer with mobility protocols, e.g. Mobile IP, as well as the handover performance have to be analysed. In the following a list of important and required network parameters [4] is presented to reflect the theoretical overview and related work for policy based Mobile IP handoff decision. Figure 1 contains an overview where the Generic Link Layer is located and shows the interaction with lower layers, e.g. WLAN networks, GSM, GPRS, 3G and beyond. Table 1 contains an overview of different link layer related information for different bearer technologies, IEEE802.11, GSM, W-CDMA and HIPERLAN/2. This overview is an abstract of the collection of network parameters for different bearer systems and outlines that there are parameters available for networks which can be used to define a GLL, e.g. signal strength [4] . Table 2 contains a general list of parameters considered in wireless network systems. It defines different groups of parameters, namely the Link Information, the Environment Information, the Neighbourhood Information and the Link Layer Management Information.
Available Network Parameters for a Generic Link Layer Definition
The Link Information is a collection of parameters that describes the status and quality as well as the loss characteristics of a single link. The Environment Information is a collection of parameters that provide information on neighbouring candidate access points and routers. The Neighbourhood Information which contains mainly a list of all access points and respective routers in the vicinity of the Mobile Node.
Policy based Mobile IP Handoff Decision (POLIMAND)
Mobile IP handoffs are mainly based on the reception of agent advertisements which are being frequently sent by the Mobility Agents. To accelerate the handoff process it is required to start a MIP registration process through a combination of MIP signalling and link layer hits. Policy based Mobile IP handoff decision (POLIMAND) can be defined as the possibility to establish a Mobile IP handoff which is based on a function that consists of several input values of the link layer. Therefore, POLIMAND is more efficient using link layer information from a defined Generic Link Layer due to the fact that information from GLL are useful for POLIMAND within different Mobile IP network infrastructures and Mobile Nodes (e.g. cell phones, PDAs, Notebooks). It is possible to define a policy for different decisions for Mobile IP handoffs. This is required for different available access networks, e.g. WLAN, GPRS, and UMTS. The policy defines when the current access networks is no longer available or it does not fulfil the requirements or predefined quality parameters. In this case the policy is the source for the decision which access network has to be used by the Mobile Node.
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Implementation Details of POLIMAND
In the following a first implementation of POLIMAND is described. In this approach the S/N ratio is the policy for a Mobile IP handoff decision. The S/N ratio is the most important value in WLAN systems that can be measured by the Mobile Node to receive information about the radio conditions within the wireless network system. Therefore, it has to be defined a threshold when the S/N ratio is not adequate. A Mobile IP handoff to a mobile network will be forced if the S/N ratio falls below a predefined threshold. Moreover, a hysteresis has to be defined to avoid ping-pong effects which can occur if physical radio conditions for the old and the new access networks are about equivalent.
To support a wide spectrum of different WLAN PCMCIA cards a concept has to be developed to measure dynamically the different WLAN cards and to fix the hysteresis for each WLAN card to consider the conditions of each WLAN card. Figure 2 presents the algorithm which has been defined to measure different WLAN PCMCIA cards used by a single Mobile Node.
Especially for Linux operating systems, the Quality Link is the most important parameter that has to detect as the source for Mobile IP handoffs. This parameter is provided by the Wireless Extensions and can be used as it is described in [5] . Figure 3 presents the system overview which has been realized to investigate the algorithm that is described above. The complete testbed for Mobile IP handoffs between GPRS and WLAN that has been used for this measurement is described in [6] . 
Results
To show the handoff scenario for Mobile IP without layer 2 hints measurements have been done and the results are depicted in figure 4 . The measurement results present the handoff process that has been measured while the Mobile Node moves (between 0,2m/s and 0,5m/s) in WLAN coverage and leaves the coverage area after 75 seconds. While the Mobile Node leaves the WLAN coverage the handoff process is not reliable and high packet loss between 25s and 75s can be observed.
Furthermore, figure 4 presents high packet loss that can be observed when the Mobile Node moves back into the WLAN coverage after 115s. Between 115s and The analysis of POLIMAND is depicted in figure  5 . The Mobile Node leaves the WLAN coverage area and a handoff occurs when the WLAN signal strength reaches the low watermark of the threshold (50s). In this case POLIMAND forces a Mobile IP handoff that leads to a more reliable handoff and low packet loss that can be observed in figure 5 .
The comparison of figure 4 and figure 5 presents the performance of POLIMAND. It increases the performance of vertical Mobile IP handoffs up to sevenfold when 100% packet loss is considered. Moreover, it can be shown that the handoff process is more reliable due of a well defined hysteresis that can be observed in figure 5.
Conclusions
This paper presents a list of link layer parameters which can be used for MIP handoffs and can be more efficient using Generic Link Layer (GLL) information in order to avoid handoff latency and packet loss. An implementation of policy based Mobile IP handoff decision (POLIMAND) has been presented which uses a hint from the link layer that provides reliable vertical MIP handoffs between GPRS and WLAN. Furthermore, POLIMAND implements an algorithm that can be used for different WLAN cards in a Mobile Node. It has been shown that POLIMAND outperforms Mobile IP handoffs without link layer hint.
The first implementation of POLIMAND uses signal quality to force handoffs between WLAN and GPRS networks. Further enhancements of POLIMAND which consider more network parameters and user requirements are subject to further research. 
